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Article Info  ABSTRACT  
 

 
The rapid growth of the financial technology (fintech) industry in Indonesia as 

part of digital business transformation has significantly improved public access 

to technology-based financial services. However, this development has also 

increased the risks of data breaches and misuse of consumers’ personal 

information. This study aims to analyze the urgency of personal data protection 

within Indonesia’s fintech ecosystem, evaluate the effectiveness of the existing 

regulatory framework, and identify strategies to strengthen legal protection in the 

digital era. The research employs a normative juridical method using statutory 

and conceptual approaches through literature review of relevant regulations and 

scholarly works. The findings indicate that although the Personal Data 

Protection Law provides a solid legal foundation, its implementation still faces 

challenges, including low compliance among fintech providers, limited public 

digital literacy, and suboptimal regulatory supervision. Strengthening data 

governance, enhancing platform accountability, and improving consumer 

awareness are therefore essential to build a secure and sustainable fintech 

ecosystem. 
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1. INTRODUCTION 

The digital transformation of business has brought significant changes to both global and national economic 

structures, including in Indonesia. Advances in information technology have stimulated the emergence of various 

digital-based financial service innovations known as financial technology (fintech). Fintech enables the public to 

access financing, investment, and payment services more quickly and efficiently than conventional financial 

systems. Its presence also contributes to financial inclusion and the growth of the national digital economy, 

making it an essential component of Indonesia’s technology-driven economic development strategy [1], [2]. 

Despite its substantial benefits, the expansion of fintech also generates legal and information security risks, 

particularly regarding the protection of consumers’ personal data. The use of digital systems requires the 

collection and processing of large volumes of personal data, which may be subject to misuse if not properly 

regulated. Data breach incidents across various digital platforms demonstrate that personal data protection has 

become a critical issue in ensuring transaction security and maintaining public trust in digital financial services 

[3]. 

http://pcijournal.org/index.php/ijcss
https://creativecommons.org/licenses/by-sa/4.0/
mailto:osnerjohnsonsianipar@gmail.com


International Journal of Cultural and Social Science  

 

The Urgency of Consumer Personal Data Protection in Indonesia’s Fintech Ecosystem in the Era of Digital Business Transformation (Osner) 

 

615 

Within the fintech industry, consumers’ personal data possesses both economic value and legal risk. Identity 

information, transaction histories, and user contact data may be utilized for business purposes, yet they remain 

vulnerable to misuse when security systems are inadequate. Practices of data collection and utilization in 

technology-based lending services indicate that personal data protection must be integrated into fintech service 

governance from the system design stage [4]. Other studies show that personal data breaches can reduce 

consumer trust in fintech services and even affect the stability of the broader digital business ecosystem [5]. 

Therefore, data protection concerns not only individual privacy rights but also the sustainability of the fintech 

industry itself. 

Indonesia has responded to these developments through the enactment of Law Number 27 of 2022 on 

Personal Data Protection, which serves as the primary legal framework governing digital information security. 

This regulation emphasizes the responsibilities of data controllers and the rights of data subjects in the 

management of personal information. Nevertheless, several studies indicate that the implementation of personal 

data protection in the fintech sector still faces multiple challenges, including weak corporate compliance, limited 

supervisory capacity, and suboptimal law enforcement mechanisms [6]. 

Beyond regulatory aspects, personal data protection is also closely linked to the legal liability of fintech 

providers. Technology-based lending platforms, for instance, are obliged to ensure the security of their 

information systems and prevent the misuse of consumer data. In the event of a violation, companies may be 

held accountable administratively and civilly in accordance with applicable legislation [7]. This demonstrates that 

data protection is not merely a moral obligation but also a legal duty carrying juridical consequences for fintech 

business actors. 

On the other hand, personal data protection is also influenced by the level of public digital literacy. Limited 

consumer understanding of data security and the risks associated with digital transactions increases their 

vulnerability to data exploitation by irresponsible actors. Studies indicate that improving digital literacy can serve 

as a preventive strategy to reduce the risk of personal data breaches in electronic transactions [8]. Therefore, 

personal data protection requires a multidimensional approach involving regulation, supervision, technological 

safeguards, and public education. 

Strengthening personal data protection in the fintech sector is also inseparable from the need to build 

consumer trust in digital services. Information security constitutes a key determinant of public willingness to adopt 

technology-based financial services. Without adequate guarantees of data protection, consumer trust may decline 

and potentially hinder the growth of the fintech industry in Indonesia [9]. Consequently, personal data protection 

can be regarded as a fundamental pillar for establishing a stable and sustainable digital business ecosystem. 

A number of studies further emphasize that personal data protection is not solely a matter of technical 

security but also relates to corporate governance within fintech companies. Compliance with data protection 

principles must be integrated into corporate risk-management strategies, including the implementation of 

information-security standards and effective internal oversight mechanisms [10]. This indicates that personal data 

protection forms an integral component of good corporate governance practices in the digital financial industry. 

From the perspective of digital business law, personal data protection is also closely linked to broader 

consumer protection. Fintech consumers have the right to security, confidentiality, and legal certainty in their use 

of technology-based financial services. Consumer protection regulations in the fintech sector affirm that service 

providers are obligated to ensure the security of user data and bear responsibility for losses arising from 

information-security breaches [11]. Accordingly, personal data protection constitutes an essential element of the 

consumer-protection framework within the digital economy. 

Based on the foregoing discussion, it can be concluded that the protection of consumer personal data 

represents a strategic issue in the development of Indonesia’s fintech industry. Digital business transformation 

demands a robust legal framework, responsible corporate governance, and heightened public awareness of data 

security. Accordingly, this study aims to analyze the urgency of consumer personal data protection within 

Indonesia’s fintech ecosystem, evaluate the effectiveness of existing regulations, and formulate strategies to 

strengthen legal protection in the era of digital business transformation. 

 

2. RESEARCH METHODS 

This study employs a normative juridical research design, focusing on the analysis of legal norms, principles, 

and concepts of personal data protection within the financial technology (fintech) ecosystem in Indonesia. The 

research adopts a statutory approach, a conceptual approach, and an analytical approach to legal policies 

governing personal data protection in digital financial transactions. The statutory approach is conducted by 

examining relevant regulations, particularly the Personal Data Protection Law, financial services sector 

regulations, and consumer protection provisions in digital services. The conceptual approach is used to explore 

theories of consumer protection, data privacy, and legal responsibility in digital business practices. 

The research data consist of primary, secondary, and tertiary legal materials. Primary legal materials include 

legislation related to personal data protection and fintech regulation. Secondary legal materials comprise scholarly 

articles, legal journals, and previous research findings relevant to the research topic. Tertiary legal materials 
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include legal dictionaries, encyclopedias, and supporting documents that assist in understanding data protection 

concepts within the digital economy. Data collection is carried out through a literature review by identifying and 

examining relevant academic sources and regulatory frameworks. 

The data analysis is conducted qualitatively by interpreting legal norms and relating them to the operational 

practices of fintech providers in Indonesia. The analysis involves processes of classification, systematization, and 

legal interpretation in order to obtain a comprehensive understanding of the urgency of personal data protection 

in the context of digital business transformation. The findings are then presented using a descriptive-analytical 

method to illustrate regulatory effectiveness, fintech providers’ legal responsibilities, and strategies for 

strengthening personal data protection within Indonesia’s digital financial system. 

 

3. RESULT AND ANALYSIS 

 Forms of Data Breach Risks in Indonesian Fintech  

The rapid growth of fintech services in Indonesia has significantly increased the volume of personal data 

collected and processed from consumers. In practice, various fintech platforms access users’ identity data, contact 

numbers, financial information, and transaction histories as part of verification procedures and risk assessment 

processes. However, the high reliance on digital data simultaneously creates vulnerabilities in information 

security. Such risks may take the form of data leaks resulting from cyberattacks, misuse of data by internal 

company actors, or excessive data collection practices that are not proportionate to service objectives [21]. 

Moreover, within technology-based lending services, data breaches frequently occur through the 

dissemination of users’ personal information to third parties without explicit consent. This practice potentially 

violates fundamental personal data protection principles and may generate both reputational and economic losses 

for consumers. Empirical studies indicate that fintech data breaches do not only affect individual users but also 

undermine public trust in the digital financial industry as a whole [5]. Therefore, data breach risks in the fintech 

sector are multidimensional, encompassing technical, legal, and consumer-trust dimensions. 

 

Effectiveness of Data Protection Regulation 

Indonesia has established a relatively comprehensive legal framework for personal data protection, 

particularly through Law Number 27 of 2022 on Personal Data Protection. This regulation sets out principles of 

data controllership, data subject rights, and the obligations of electronic system providers to ensure information 

security. In the fintech context, the law serves as a legal basis for imposing liability in cases of personal data 

breaches [7]. 

Nevertheless, the effectiveness of this regulation continues to face several challenges. A number of studies 

indicate that the implementation of data protection in the fintech sector remains suboptimal due to weak 

supervisory mechanisms, limited regulatory capacity, and uneven corporate compliance with information security 

standards [18]. Furthermore, coordination between personal data protection regulation and digital financial sector 

regulation still requires strengthening to prevent regulatory gaps in fintech practices (Santoso & Dinata, 2024). 

From a penal policy perspective, personal data protection in fintech also demands stronger sanction mechanisms 

and more consistent law enforcement in order to create a deterrent effect for digital business actors that violate 

consumer data security [22]. Thus, regulatory success depends not only on the existence of legal norms but also 

on the effectiveness of supervision and enforcement. 

 

FinTech Platform Liability 

FinTech providers bear legal responsibility for ensuring the security of consumers’ personal data as part of 

their broader consumer protection obligations in digital financial services. This responsibility encompasses the 

duty to maintain data confidentiality, implement adequate technological security systems, and notify users in the 

event of a data breach. From the perspective of personal data protection law, FinTech platforms function as data 

controllers and must therefore ensure that data processing is conducted lawfully, transparently, and strictly limited 

to the purposes of the service [6]. 

In cases of data security violations, FinTech companies may be held accountable through administrative, 

civil, or criminal liability in accordance with applicable legal provisions. Studies on data breaches in e-wallet and 

online lending services indicate that misuse of user data frequently results in economic losses and violations of 

privacy rights, thereby underscoring the importance of proactive platform responsibility in preventing and 

mitigating information leaks [23]. This legal responsibility reflects the principle that digital service providers are 

accountable not only for business operations but also for safeguarding users’ privacy rights [24]. Accordingly, 

personal data protection must be treated as an integral component of risk management and corporate governance 

within FinTech institutions. 
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Strengthening Model for Digital Data Protection 

Strengthening personal data protection in the fintech sector requires a comprehensive and 

multidimensional approach. First, from a regulatory perspective, harmonization is needed between personal data 

protection laws, financial services regulations, and cybersecurity policies to prevent overlaps or legal gaps. 

Regulatory harmonization will enhance legal certainty and improve the effectiveness of consumer protection in 

digital transactions [25]. 

Second, from a technological perspective, the implementation of digital security standards—such as data 

encryption, multi-factor authentication, and cryptography-based verification systems—can help minimize the risk 

of data breaches. Technology-driven security innovations have been shown to improve information protection in 

digital transactions while simultaneously strengthening consumer trust in fintech services [20]. 

Third, from a social perspective, improving public digital literacy is a crucial factor in reducing the risk of 

personal data misuse. Consumers who understand their rights and digital security risks tend to be more cautious 

when sharing personal information on digital platforms [8]. Therefore, personal data protection in fintech should 

be viewed as a shared responsibility among regulators, industry actors, and digital service users. 

 

4. CONCLUSION 

Digital business transformation has accelerated the rapid growth of the financial technology (fintech) 

industry in Indonesia, while simultaneously increasing the risks of security breaches and misuse of consumers’ 

personal data. The findings of this study indicate that data breach risks in the fintech sector stem not only from 

technical factors, such as cyberattacks and vulnerabilities in security systems, but also from non-technical issues, 

including non-transparent data management practices and low levels of public digital literacy. This condition 

suggests that personal data protection constitutes a strategic issue directly linked to consumer trust, fintech 

industry stability, and the sustainability of the digital business ecosystem. 

The enactment of the Personal Data Protection Law has provided a strong legal foundation for safeguarding 

consumer information in digital transactions. Nevertheless, regulatory effectiveness continues to face several 

challenges, including weak compliance among fintech providers, limited regulatory supervision capacity, and 

suboptimal coordination between financial sector policies and data protection frameworks. Therefore, personal 

data protection cannot rely solely on normative regulation, but requires strengthened implementation 

mechanisms and consistent law enforcement. 

This study emphasizes that personal data protection within the fintech ecosystem must be pursued through 

a multidimensional approach, including regulatory harmonization, strengthened corporate governance among 

fintech providers, the adoption of adaptive digital security technologies, and the enhancement of public digital 

literacy. In this regard, personal data protection functions not only as a mechanism for safeguarding individual 

rights, but also as a fundamental pillar for building a secure, inclusive, and sustainable digital financial system in 

Indonesia. 
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